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Abstract How should “information integrity” be understood in the context of the
information environment? The term has seen increased use by researchers and poli-
cymakers, yet its relative newness means that there is a lack of consistency in its
definition and scope. This chapter provides analysis on how “information integrity”
has been defined across multilateral efforts and existing literature. Using John
Gerring’s framework for “conceptual goodness”, it evaluates how existing concep-
tualizations of the term falls short and provides guidance on how information integ-
rity can achieve conceptual goodness. Only by doing so can information integrity
fulfill its potential in supporting multi-stakeholder coordination to improve the
global information environment.

1 Introduction

“Information integrity” is increasingly used by researchers and policymakers alike
as a concept that democracies should pursue in the context of developing a healthy
global information environment. Indeed, at least eight multilateral initiatives have
been launched since 2018 on strengthening media literacy, countering disinforma-
tion, encouraging social media platforms to improve their operations and more—all
under the umbrella of enhancing “information integrity.” The U.S. Secretary of
State, Anthony J. Blinken, mentioned some of these in a speech on the theme on
March 18, 2024 (Blinken, 2024). These efforts all appear to be part of a larger initia-
tive to move beyond the study of “disinformation,” an increasingly politicized term
(Napoli, 2025). However, in order for “information integrity” to have meaning,
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more work needs to be done on developing a consistent definition and scope. Only
by doing so can democracies achieve a more systemic understanding of how they
can best govern their information ecosystems.

Currently, many draw on the criteria adopted by early users of the concept in the
field of information security, where the goal of ensuring information integrity,
whether in a closed computer system or interconnected network, is achieved by the
application of controls and processes enabling the accuracy, reliability, and consis-
tency of data. Most have added various conditions, from trustworthiness to plurality,
but seldom uniformly (Matasick et al., 2024; WLA-CdM, 2018; ASD, 2023).

Different attributes in defining “information integrity” are undoubtedly needed
for multilateral initiatives using the term as applied to a broader information envi-
ronment as opposed to a closed, single computer system. A lack of consistency in
those criteria, however, raises questions about the conceptual goodness of informa-
tion integrity. Conceptual goodness matters as, without it, “information integrity”
would not be used or understood consistently in policy and practice. That would
lead to the misuse of the term, particularly in countries that have a history or are
currently backsliding into authoritarianism. Moreover, without clarity and consis-
tency, “information integrity” will continue to be conflated with narrower concepts
such as “disinformation”, thus reducing the utility of its application in policy, or
indeed adoption at all, given the politicization of the latter. This chapter analyzes
how “information integrity” has been applied in multilateral efforts and conducts a
literature review to assess how current definitions used by government, academic
and civil society actors measure against Gerring’s framework of “conceptual good-
ness” (Gerring, 1999). We highlight the need for information integrity to move
beyond the quality of information to include the production, consumption, dissemi-
nation, and governance of information. We conclude by providing suggestions for
how information integrity might achieve conceptual goodness when applied to the
information environment in the context of democracy.

What makes a concept good? John Gerring set out to answer this question in his
eponymous paper, in which he outlined eight criteria for “conceptual goodness”
(Gerring, 1999). For Gerring, a good concept is one that is familiar and resonates
with a target audience, is short and coherent while distinguishing between similar
ideas and drawing on shared definitions, and ultimately has both theoretical and
field utility. How well does the concept of information integrity stand up to this
analytical scrutiny?

“Information integrity” is not a new term, first becoming prevalent in the late
twentieth century (Becker, 1983; Date, 1997). It was coined by scholars in the field
of information security to evaluate the quality of information in a limited system,
like that of an organization’s database or computer system. The term is often used
interchangeably with data quality, data integrity, and information quality. However,
Boritz (2005) draws the distinction between “data integrity” and “information
integrity,” arguing that “data integrity” refers to a narrower concept as data is the
“raw material” used to create a “finished information product.” Scholars initially
took on a wide-ranging approach to measuring information quality, with a survey by
Delone and McLean (1992) reporting the use of 23 different measures. Yet, most
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agreed on the core criteria for assessing “information integrity” (Mandke, 1996;
Boritz, 2005): the accuracy, reliability, and consistency of information stored and
accessed within a specific system. Specific definitions for each of these criterions
will be discussed in more detail later in the chapter.

The term has since been adapted for use in more qualitative contexts. In library
sciences, for example, “information integrity” refers to the need to address plagia-
rism and the manipulation of original records (Seadle, 2018). Researchers in media
studies refer to “information integrity” as a way of evaluating information online
(Shaker, 2006; Grabe & Bucy, 2022). More recently, the term has been applied more
broadly in democratic societies to describe everything from efforts combating dis-
information on digital spaces, to suggestions for improving countries’ resilience in
the broader information environment (UN, 2023; Adam et al., 2023).

2  “Information Integrity” in Multilateral Efforts

The use of “information integrity” in multilateral fora marks a collective recogni-
tion that citizens within democracies need to be able to access reliable information.
This objective was consistently named across initiatives led by multilateral institu-
tions (UN, 2023; UNDP, 2022; Matasick et al., 2024) and those led by coalitions of
governments (WLA-CdM, 2018; MSI-INF, 2022; ASD, 2023; GAC, 2023). The
information environment is global, and therefore concepts related to its governance
even of national information ecosystems within it, should be international in nature.
As per Wanless et al. (2025):

Information ecosystems form where humans develop and use tools to process information
into outputs that can be shared as a means of communicating with each other. In a sense,
information ecosystems are communities bound by shared ideas—like the concept of a
nation state, identity, or organization—and connected via technologies, from alphabets to
artificial intelligence, that enable them to produce and share content...Information ecosys-
tems are surrounded by a global information environment, which includes all the other
human-made systems or constructs that impact them, such as economy, education, and
politics.

Thus, this chapter focuses on definitions used by multilateral institutions, which by
nature of their structure could lead to shared definitions of information integrity
across multiple countries if not internationally.

Multilateral efforts identified that information integrity is necessary for citizens
to trust institutions and make well-informed political decisions, both of which are
essential cornerstones to democratic societies. To uphold information integrity,
multilateral organizations proposed a range of multistakeholder, cross-sectoral
efforts. However, the coordination of these efforts requires a clear definition for
information integrity in order to translate understandings of the term into effective
policy action.
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2.1 Multilateral Institution-Led Efforts

“Information integrity” is currently used by several multilateral organizations,
including the United Nations (UN), the United Nations Development Programme
(UNDP), and the Organisation for Economic Co-operation and Development
(OECD).

The UN has been using the term “information integrity” chiefly in its pursuit of
Global Principles for Information Integrity (UN, 2024).! The term was first invoked
in “Our Common Agenda Policy Brief 8: Information Integrity on Digital Platforms,”
in which the secretary-general called for a code of conduct on information integrity.
In the policy agenda, “information integrity” was defined as “the accuracy, consis-
tency, and reliability of information” (UN, 2023, 5). The effort focuses on the online
space and what member-states, social media platforms, and other stakeholders can
do to improve the integrity of information [2]. This includes improving regulatory
responses, increasing data access for researchers, disincentivizing the spread of dis-
information, empowering users, bolstering independent media, and future-proofing
emerging technologies [16—19]. The principles underlying the proposed code also
include commitments to respect human rights, increase transparency, and enhance
trust and safety [21].

Following the publication of “Our Common Agenda,” the United Nations
Educational, Scientific, and Cultural Organization (UNESCO), another UN agency,
released ‘Guidelines for the Governance of Digital Platforms,” which was intended
as a complementary set of principles to the UN policy brief that specifically address
digital platform governance. These guidelines “seek to contribute to and be informed
by ongoing UN-wide processes, such as the implementation of the proposals in
‘Our Common Agenda.”” The document made no mention of information integrity
and focused primarily on the online space.

The call for a code of conduct in ‘Our Common Agenda’ culminated in the
development of the United Nations Global Principles for Information Integrity, pub-
lished in 2024. Information integrity there refers to an ecosystem “where freedom
of expression is fully enjoyed and where accurate, reliable information, free from
discrimination and hate, is available to all in an open, inclusive, safe and secure
information environment” [3]. It proposes five principles for information integrity,
namely: improving societal trust in information and developing resilience to disrup-
tion or manipulation [8]; creating healthy incentives in digital advertising models
[10]; empowering individuals to have control over their online experiences through
access to diverse and reliable sources of information [12]; maintaining independent,

! The adoption of the term information integrity built on early UN efforts, including Disinformation
and freedom of opinion and expression: report of the Special Rapporteur on the Promotion and
Protection of the Rights to Freedom of Opinion and Expression (Khan, 2021) and Countering
disinformation and promotion and protection of human rights and fundamental freedoms: resolu-
tion / adopted by the General Assembly (UNGA, 2021).
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free, and pluralistic media [14]; and increasing transparency by technology compa-
nies to improve researcher data access [16].

“Information integrity” has also been used by the United Nations Development
Programme (UNDP), a UN agency, since 2021. UNDP has actively championed
“information integrity”” and developed a framework for assessing it (UNDP, 2022).
UNDP identified the lack of “internal clarity as to what this area of work entails,
why it is important to UNDP and how it can translate into programming” (UNDP,
2022). To bring clarity to the use of “information integrity,” the UNDP defined the
term not just around the criteria of accuracy, consistency, and reliability of informa-
tion but also the processes and systems within the information environment. Moving
beyond the UN focus on online information, UNDP’s definition of “information
integrity” “requires citizen access to trustworthy, balanced and complete informa-
tion on current affairs, government actions, political actors and other elements rel-
evant to their political perceptions and decision-making” (UNDP, 2022, 4).

The Organisation for Economic Co-operation and Development (OECD)’s DIS/
MIS Resource Hub aims to support member countries in “tackling disinformation
and strengthening information integrity” through a shared learning approach
(OECD, n.d.-a). The hub emerged from an OECD Expert Group on Governance
Responses to Mis- and Disinformation and is co-chaired by France and the United
States. The hub follows a three-pronged framework to design policy options to
counter disinformation and promote information integrity—promote transparent
and healthy information spaces; strengthen societal resilience; and reinforce
accountable, transparent, and agile governance (OECD, n.d.-b). In a recent report
by the hub, they defined “information integrity” “as information environments that
are conducive to the availability of accurate, evidence-based, and plural information
sources and that enable individuals to be exposed to a variety of ideas, make
informed choices, and better exercise their rights” (Matasick et al., 2024). At the
time of writing, the OECD was undertaking a public consultation on their concept
of information integrity.

2.2 Country-Led Multinational Efforts

“Information integrity” has also been used to frame several country-led multina-
tional efforts, from roundtables to global declarations.

In 2018, the Ministry of Foreign Affairs of the Republic of Latvia led the
Roundtable on Global Governance for Information Integrity, which included former
political leaders from Mongolia, Tunisia, and Austria. Based on the discussions at
the Roundtable, the World Leadership Alliance-Club de Madrid (WLA-CdM)
released a report, which defined “information integrity” “as the trustworthiness, bal-
ance and completeness of information to which citizens have access on current
affairs, government actions, political actors and other elements relevant to their
political perceptions and decision-making” (WLA-CdM, 2018, 4). Policy recom-
mendations in the report included establishing a bill of digital rights; regulating the
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digital environment; encouraging voluntary action by online platforms to increase
transparency, reduce anonymity, and diversify content; supporting the publication
of reliable information; and educating citizens.

The Council of Europe established the Committee of Experts on the Integrity of
Online Information in 2022, which has since convened 13 members from seven
European Union states (Croatia, the Netherlands, Poland, Romania, Switzerland,
the United Kingdom, and Greece) and six independent observers from academia
and civil society (MSI-INF, 2022). Its guidance notes in December 2023 focused on
countering disinformation through fact-checking and did not offer a definition of
“information integrity” (MSI-INF, 2023a).

Also beginning in 2022, Canada and Latvia, with the Alliance for Securing
Democracy (ASD) at the German Marshall Fund (GMF), have co-convened the
Summit for Democracy Cohort on Information Integrity. In its follow-on report,
ASD noted, “Information integrity is fundamental for democracy. Access to reli-
able, accurate, and impartial information is essential for public trust and civic
engagement, good and effective governance, healthy democratic discourse, and
informed decision-making” (ASD, 2023, 3). The summit centered around two key
action points—creating four working groups, each addressing an issue related to
information integrity and a global mapping project that tracked organizations and
initiatives involved in information integrity activities (ASD, n.d.).

Last but not least, building on the Summit for Democracy and aiming to comple-
ment the Code of Conduct, Canada, and the Netherlands launched the Global
Declaration on Information Integrity Online in September 2023 (GAC, 2023). The
declaration constitutes high-level international commitments for signatory govern-
ments to voluntarily ensure the integrity of information online. The declaration
defines “information integrity” “as an information ecosystem that produces accurate,
trustworthy, and reliable information, meaning that people can rely on the accuracy
of the information they access while being exposed to a variety of ideas.”
Commitments are rooted in international and human rights law and focus on multiple
stakeholders, including civil society, industry, regulatory bodies, and academia. They
include responses to generative artificial intelligence, diversifying online content,
improving online civic education, protecting minorities from disinformation, fact-
checking, increased trust and safety by platforms, and more. As of September 2023,
the declaration has 34 signatories. Most signatories are from Europe and North
America, while some are from Latin America, the Caribbean, Asia-Pacific, and Africa.

3 Dissecting Definitions of “Information Integrity”

3.1 “Information Integrity” as Defined in Multilateral Efforts

Of the eight multilateral initiatives outlined above, six provided definitions of
“information integrity” in related outputs. Five of these initiatives drew on the defi-
nition of “information integrity” used in information security. Of those initiatives,
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only the UN’s 2023 publication “Our Common Principles” used the exact attributes
of accuracy, consistency, and reliability (UN, 2023).> The use of attributes from
information security’s definition of “information integrity” ranged on the high end,
with the UNDP and the UN’s 2023 definition using all three to the OECD drawing
on only one criterion—accuracy (UN, 2023; UNDP, 2022; Matasick et al., 2024).
Most multilateral organizations modified the definition of “information integ-
rity” used in information security and developed additional attributes for their con-
cepts. However, some definitions conflated what constitutes the integrity of
information (i.e., attributes describing its state) with the desired outcomes of pursu-
ing information integrity (i.e., as a public good, for example). This confusion makes
pursuing coherent policy and practical applications of the term more challenging.
An initiative that avoids that confusion is the UN’s definition in “Our Common
Principles”, in which “Information integrity refers to the accuracy, consistency and
reliability of information,” may be interpreted as a desired state of the digital infor-
mation ecosystem achieved through regulatory, digital literacy, and other relevant
interventions by both domestic and international stakeholders (UN, 2023). This
clarity is critical, in particular, due to the multilateral and multistakeholder context
of the UN system. The diverse socio-economic and political conditions of UN
member-states constitute significant challenges on the road to achieving sustainable
information integrity on a global scale. In comparison, their revised definition of
information integrity in their Global Principles is not as clear (UN, 2024). The defi-
nition laid out the desired criteria for information (accurate, reliable, open, inclu-
sive, safe, and secure) but also listed in the same sentence what that information
should help people do (“freedom of expression is fully enjoyed, free from discrimi-
nation and hate, is available to all”’). The OECD’s report presented a similar issue,
where desirable qualities of information (“accurate, evidence-based, and plural™)
were included alongside what information integrity was meant to achieve (“be
exposed to a variety of ideas, make informed choices, and better exercise their
rights”) (Matasick et al., 2024). Both the OECD’s approach and the UN’s new
approach underscores a lack of understanding in distinguishing between the quality
of information and the desired outcomes of information integrity, which muddies
the definition and, by extension, makes it difficult to operationalize through policy
and practice-making. There is a need to distinguish terms explicitly related to the
quality of information (attributes) from the additional terms (desired outcomes).
There was some consistency in additional attributes beyond “accuracy, consis-
tency, and reliability” listed by multilateral organizations. The attribute that infor-
mation should be balanced or impartial appeared in three definitions, whereas that
of completeness of information was included in two. The OECD uniquely added
one more attribute, which is that information should be evidence-based. The most
commonly desired outcomes—*“access” or “availability” of information—appeared

2While the World Bank has referenced scaling up “information integrity” in the context of its
Global Data Facility, this effort appears to use the term in a more traditional information security
sense, than the initiatives discussed here. Given that nothing more than a passing reference was
made, we have chosen to leave this usage out of analysis. See: Fu et al. (2022).



496 K. Yadav et al.

in five concepts of information integrity. While “availability” tests the categorical
boundaries between “attribute” and “outcome,” it denotes a quality related to the
process of people’s ability to consume information, pushing it toward a desired
result. In other words, information being available means little if people are not
consuming it. Another commonly desired outcome, appearing in four definitions,
was information integrity’s role in ensuring citizens can make informed choices. A
few outcomes appeared only once, such as the aim for information integrity to help
citizens “better exercise their rights” (Matasick et al., 2024) and ensure “civic
engagement, good and effective governance, healthy democratic discourse”
(ASD, 2023).

Trust and plurality appeared both as attributes and desired outcomes across defi-
nitions, further blurring the lines in a wider concept of information integrity. The
notion of trust appeared both as an attribute for information (UNDP, 2022; WLA-
CdM, 2018), as well as an outcome among the public in definitions of “information
integrity” (ASD, 2023). This included the Global Declaration, which didn’t mention
trust specifically, but spoke of the need for citizens to be able to “rely” on informa-
tion. The idea that information should come from many sources or have plurality
was also an attribute (Matasick et al., 2024), as well as a desired outcome in that
citizens should be “exposed to a variety of ideas” (Matasick et al., 2024; WLA-
CdM, 2018).

Organization/
initiative Definition of information integrity

UN: Our Common | “Information integrity refers to the accuracy, consistency and reliability
Agenda (UN, 2023) | of information”

UN Global “The integrity of the information ecosystem — where freedom of
Principles for expression is fully enjoyed and where accurate, reliable information,
Information free from discrimination and hate, is available to all in an open,
Integrity (UN, inclusive, safe and secure information environment”

2024)

UNDP (UNDP, “Information integrity is determined by ‘the accuracy, consistency, and
2022) reliability of the information content, processes and systems to maintain

a healthy information ecosystem.” It requires citizen access to
trustworthy, balanced and complete information on current affairs,
government actions, political actors and other elements relevant to their
political perceptions and decision-making”
OECD (Matasick Information integrity is “defined as information environments that are
et al., 2024) conducive to the availability of accurate, evidence-based, and plural
information sources and that enable individuals to be exposed to a variety
of ideas, make informed choices, and better exercise their rights”
Roundtable on “Information integrity as the trustworthiness, balance and completeness
Global Governance | of information to which citizens have access on current affairs,
(WLA-CdM, 2018) | government actions, political actors and other elements relevant to their
political perceptions and decision-making”

Summit for “Information integrity is fundamental for democracy. Access to reliable,
Democracy (ASD, | accurate, and impartial information is essential for public trust and
2023) civic engagement, good and effective governance, healthy democratic

discourse, and informed decision-making”
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Organization/
initiative Definition of information integrity

Global Declaration | “The term ‘information integrity’ is defined... as an information

(GAC, 2023) ecosystem that produces accurate, trustworthy, and reliable
information, meaning that people can rely on the accuracy of the
information they access while being exposed to a variety of ideas”

Some definitions delineated boundaries around types of information for which
integrity was sought. This was distinct from both the attributes of information integ-
rity and its desired outcomes. These subject areas included information on “current
affairs, government actions, political actors and other elements relevant to their
political perceptions and decision-making” (UNDP, 2022; WLA-CdM, 2018).

Many of these definitions attempted to adapt the term for broader use beyond the
scope of a limited computer system, from which the term “information integrity”
originally emerged. This includes the four initiatives that took a decidedly online-
only focus (UNDP, 2023; WLA-CdM, 2018; GAC, 2023; MSI-INF, 2022). The
Global Declaration and OECD diverged from the traditional definition relating to
the quality attributes of information integrity, to position information integrity as a
positive vision (objective) for “an information ecosystem” or “information environ-
ments” (GAC, 2023; Matasick et al., 2024). UNDP mentioned the “content, pro-
cesses and systems [needed] to maintain a healthy information ecosystem” (UNDP,
2022). While the UN’s “Our Common Agenda” referred exclusively to information
integrity in the online space, the Global Principles included offline elements such as
societal trust and free media as component parts for information integrity (UN,
2023, 2024). Indeed, four of the definitions apply firmly to the information environ-
ment as a desired end state in democratic societies. There are similarities in intent
across initiatives. However, proposed ways to achieve information integrity varied
across efforts, from fact-checking primarily conducted in online spaces (MSI-INF,
2022) to wider efforts to evaluate how a country’s political and societal conditions
affect the state of their information ecosystems (UNDP, 2022). The lack of shared
definitions and outcomes hinders efforts by multilateral fora to achieve their stated
goals, as it leads to disorganized or even conflicting efforts in policy development,
resourcing, and capacity-building. This has not yet been an issue in work related to
information integrity, which remains a relatively new field. However, one can easily
imagine a scenario where one initiative demands more regulation around the accu-
racy of content produced by media outlets, while another advocates for the ability
of outlets to produce content without facing any political restrictions. A clear defini-
tion can help initiatives navigate these conflicts and coordinate existing efforts.

The information environment is the place where people process information to
make sense of the world, encompassing humans, technology, and content, as well as
the relationships between them (Wanless et al., 2025). The information environment
is integral to the legitimacy of democracy, which is based on citizens making free
and informed decisions. This means that if “information integrity” is to become a
guiding principle for democracies, it must cover more than the quality of informa-
tion. It must include the production, consumption, dissemination, and governance
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of information, which, in turn, includes aspects of humans and their cognition. And,
moreover, for information integrity to be achieved across multiple democracies, a
functional definition must emerge that is shared across stakeholders. How might
that be achieved? What can be learned from definitions of “information integrity”
elsewhere?

3.2 “Information Integrity” as Defined by the Wider Field

The variance in how multilateral initiatives define “information integrity” mirrors
the situation in the wider field, as we demonstrate in a review of 48 documents men-
tioning “information integrity” published between 2000 and early 2024. These doc-
uments include those published in relation to the multilateral initiatives already
mentioned, along with others from academia and civil society. They comprised 16
papers in academic journals, 16 reports, 10 articles, three conference papers, two
webpages (from the UN and Council on Europe, respectively), and one book. The
documents were published by stakeholders across sectors, including academia (20),
civil society (12), government or multilateral organizations (11), and industry (5).
They were found using Google Search, publicly accessible to be analyzed, and pre-
dominantly consisted of material defining the term or making it actionable, which is
best described as referring to policy or practice, including one from the Chartered
Professional Accountants, Canada (2019). For those papers where clear disciplines
could be identified, they came from the fields of information security (16), library
sciences (2), media studies (2), health care (2), and finance (2).

The majority of these documents (44%) situated “information integrity” in the
context of a limited information system, such as healthcare records, a company’s
information technology infrastructure, or financial security. Just under one-third
(29%) framed it in the context of the wider information environment, and 25% did
so in relation to information circulated online. One outlier positioned “information
integrity” in the context of research (Seadle, 2018).

In total, 30 out of 48 documents defined “information integrity,” and those are the
basis for the following analysis. All 5 documents from industry included definitions.
Of the 22 academic documents analyzed, 14 included definitions and 6 did not.
Across documents produced by governments and multilateral organizations, 6 out
of 11 included definitions; while in civil society, the numbers fell to 5 out of 12.

The majority (77%) of the definitions drew entirely (e.g., Khan et al., 2013) or
partially on the three attributes derived from the information security concept: accu-
racy, consistency, and reliability of information. For example, Adam et al. listed the
attributes of “consistency, reliability, accuracy, fidelity, safety, and transparency” for
information integrity (2023). Some avoided the original attributes entirely and
developed new concepts, such as “Information integrity can be defined in three
contexts: data modification, information flow, and quality-related” (Harley &
Cooper, 2021).
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Of the 23 papers that drew on the original criteria, 13 contributed further factors,
for a total of 36 different criteria across documents. Accuracy was the most used
criterion, mentioned in 23 definitions of “information integrity”, followed by reli-
ability (13), trustworthiness (11), consistency (11), completeness (8), dependability
(5), and representational faithfulness (4). Balance, timeliness, and unaltered were
all included three times. A few attributes were mentioned twice, such as authorized,
currency, safety, timeliness, transparency, truthfulness, and validity. A majority of
attributes (20) were mentioned only once. This suggests that while there is consis-
tency in the core concepts originating from information security, authors diverge
when adapting the original definition in relation to their field of practice.

Dependability

While half of all definitions offered added new attributes, very few explained
what each attribute meant. In fact, just six of the thirty documents offered further
clarification on what was meant by each attribute in a definition of “information
integrity”, with all but one of those coming from academia, specifically information
security. (Bovee et al., 2003; Boritz, 2005; Nayar, 2007; Khan et al., 2013; Boritz &
Datardina, 2019; Adam et al., 2023). Drawing from those definitions, only ‘accu-
racy’ was more or less consistently defined across the six concepts, roughly mean-
ing that the information is free from errors or too much deviation from a standard
starting point. Consistency was included in just four of the definitions where attri-
butes were described, two of which touched on the idea of expecting similar results
across time from information (Bovee et al., 2003; Nayar, 2007). A fourth attribute—
completeness—was mentioned across four concepts to refer to information existing
in its original totality (Bovee et al., 2003; Boritz & Datardina, 2019) or relating to
its representational fullness in accordance with whatever the information is sup-
posed to convey (Boritz, 2005). Accuracy aside, these attributes were inconsistently
defined across concepts. Reliability of information is listed as an attribute in three
of the six concepts, with some adding sub-attributes of reliability, such as currency,
completeness, and traceability of information (Nayar, 2007) and others referring to
reliability as what a user expects, which is more like a desired outcome. (Khan
et al., 2013).
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“Information integrity” originated from information security and adopted into
other disciplines such as health care, finance, and library sciences. However, the
field working on the information environment cannot readily transfer the definition
provided by information security, as the information environment is not a closed
system. Information flows across different platforms. The information that individu-
als receive, in addition to their interpretations of what they absorb, differs. As a
result, a definition of “information integrity” applicable to the information environ-
ment also needs to account for the underlying infrastructures and means that enable
the flow of information, their ownership, possible political implications of control
and the differences in how people receive and interpret it, among many other impor-
tant considerations. In a company, information accuracy can be achieved by apply-
ing specified controls and processes aimed at ensuring its correctness. In the
information environment, however, it is not just about whether information has been
corrected but also how it has been corrected, who corrected the information, and
how both the original and corrected information were received by audiences. The
existing use of ‘consistency’ from information security also falls short. Depending
on their levels of access to independent media or the internet, individuals can be
exposed to vastly different kinds of information and, as a result, come to “inconsis-
tent” conclusions on the same topic. Similarly, in the context of the information
environment, the existing definition of reliability is inadequate, as it is not enough
that the information is complete but that it is also understood by audiences as
intended. In short, the complexities of the information environment and democracy
demand a more precise and elaborate definition of “information integrity.”

Of all the analyzed documents in this study, only one provided definitions for
how the attributes applied in the information environment (Adam et al., 2023). This
report attempted to update the primary three attributes of “information integrity”,
specifically in the context of responding to crises in the information environment.
Thus, the attributes became a mix of what might be desired from information itself
as well as its processing, with accuracy relating to the correctness and reliability to
the suitability of information, whereas consistency pertaining to the steady access to
such information. To this, three more attributes were added. Fidelity could be
applied both to the information in the degree of exactness in its reproduction or the
“degree to which audiences understand information as originally intended by the
producer/sender.” The attribute of safety was applied to the process of people
accessing information, that it should be free from risk or injury, whereas transpar-
ency applied to the openness and traceability of both information and the processes
by which various stakeholders engaged in information integrity initiatives. While
imperfect, this attempt speaks to the need to review not just concepts of information
integrity but also the accompanying attributes for application to the broader infor-
mation environment.

Not only should the most commonly used attributes to define “information integ-
rity” be revisited in the context of the information environment but consensus and
definitions must also be built on what further criteria will be added. This is key
given the role the information environment plays in the legitimacy of democracy
and, indeed, the suggested aims of multilateral efforts in existing definitions of
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“information integrity” to ensure that citizens are able to make free and informed
decisions. Many of the efforts explored above were inherently multistakeholder,
engaging governments, civil society, and industry in a response that would impact
citizens. This makes it crucial that a shared definition of “information integrity” is
developed to clarify precisely what is meant by each criterion being adopted.

4 The Conceptual Goodness of Information Integrity

Given the lack of consistency in defining “information integrity” in a manner that
makes it immediately useful for policymaking and practice in the context of the
information environment, we use Gerring’s framework of conceptual goodness to
identify attributes which could constitute a more universal definition (Gerring,
1999). Assessing against Gerring’s eight criteria for conceptual goodness, the origi-
nal and shorter definition of “information integrity”” from information security based
on the accuracy, reliability, and consistency of information might stand the test.
However, emerging definitions of information integrity in the context of the infor-
mation environment need to be better understood. At a minimum, there is a need to
differentiate between conflating information with the information environment.
Further elaboration of information integrity’s attributes will also be required to bet-
ter position this concept as a cornerstone of government and multilateral policy
development. How can this be achieved in a way that ensures the conceptual good-
ness of information integrity?

4.1 Familiarity: How Familiar Is the Concept (to a Lay or
Academic Audience)?

Gerring’s first criterion is that the concept must “fit between new and old meanings”
[368]. In the literature reviewed, “information integrity”” defined by using three core
attributes of accuracy, reliability, and consistency, was first introduced in informa-
tion security in the 1970s and has gradually been adopted by academics across
fields, from library sciences to media studies, and, more recently, by governments
and multilateral organizations. In this regard, it is increasingly familiar to several
audiences. At its core, based on these three attributes, “information integrity”
appears to be a common way to describe an ideal state of information, be it in a
closed computer system or a democracy. However, as the concept develops and
further attributes are added, information integrity risks sounding familiar but mean-
ing very different things depending on the audience using it. Moreover, the variation
and continued adding of new attributes, as well as desired outcomes from achieving
those attributes, will render newer concepts of information integrity less and less
familiar for those using older definitions—not to mention how much harder it will
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make for lay people to become familiar with the term. In the literature reviewed,
where definitions of “information integrity” in the context of the information envi-
ronment have built on the original definition using the attributes of accuracy, reli-
ability, and consistency, there is a greater likelihood that the concept will be familiar
to those who have used it.

4.2 Does the Chosen Term Ring (Resonate)?

Given its adoption across sectors and fields, the original concept of information
integrity has the potential to resonate with a broader audience. Based on the docu-
ments examined, integrity evokes a high standard based on principles. Still, for
information integrity to be acceptable as a meaningful concept by democracies,
users of it should take care to articulate what those corresponding principles might
be. Some multilateral initiatives have attempted to draw that connection. The Global
Declaration cites Article 17 and Article 19 of the International Covenant on Civil
and Political Rights (ICCPR) and the United Nations Guiding Principles on Business
and Human Rights (GAC, 2023). The United Nations, meanwhile, points to the
Universal Declaration of Human Rights and the ICCPR (UN, 2023). Multilateral
fora can build on this work by defining goals of information integrity and identify-
ing redlines that governments should not cross in upholding it. Moreover, given that
“information” is itself a contested term, meaning many things to different people,
corresponding definitions for what that entails are also encouraged (Wanless, 2023).
In this regard, some of the definitions put forward by multilateral initiatives are
heading in the right direction (UNDP, 2022; WLA-CdM, 2018), but for clarity’s
sake, there should be a separation between defining information integrity as an end
state/objective and the types of information that would require information integ-
rity, be it information on politics, health, or entertainment.

4.3 How Short Is (a) the Term and (b) Its List of Defining
Attributes (the Intension)?

Gerring argues that “good concepts do not have endless definitions” and that “it
should be possible to say what it is one is talking about without listing a half-dozen
attributes” [371]. In that regard, the original definition from information security is
concise. The challenges arise when the concept is morphing as others adopt it and
more attributes are added. Of the documents analyzed, just a third of those that
offered definitions used all three of the original attributes, and half of those (unsur-
prisingly) came from the information security field. However, as the concept of
information integrity morphs, it is increasingly becoming a list of its attributes or
component parts. The definition with the fewest attributes contained only one:
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“Information integrity refers to the degree in which a piece of information is true or
honest” (Riigenhagen et al., 2020). Two definitions contained seven attributes each.
(Trites, 2013; Adam et al., 2023). The attribution creep isn’t isolated to those docu-
ments in our data set and plagued much earlier concepts of information integrity,
with some using up to 23 criteria to define the quality of information (Delone &
McLean, 1992), making the concept less parsimonious.

Beyond attributes, however, newer definitions include the desired outcomes of
pursuing information integrity as part of the concept. This was the case for all the
definitions used by the multilateral initiatives discussed above, except for the UN’s
definition proposed in 2023. Still, it comes with the risk of muddying the concept.
For the sake of clarity, concepts of information integrity should be focused on the
attributes of the concept itself and separated from the aims of pursuing it. Keeping
the definition of information integrity concise and focused could help reduce confu-
sion and thus mitigate the chances of it being politicized. This is all the more impor-
tant given the complexity of the information environment and the need for adoption
of the concept of “information integrity”’ across as many countries as possible.

4.4 Coherence: How Internally Consistent (Logically Related)
Are the Instances and Attributes ?’

The degree to which attributes were internally consistent varied across definitions,
and it became more difficult to discern where concepts did not provide further
explanation about what was meant by various attributes. At a minimum, accuracy,
which means information is free from errors or deviation, and consistency, which
means information remains the same across time, can be seen to logically relate to
each other. However, the inconsistency in which attributes were used or defined
across usages makes the concept of information integrity less coherent.

Here, the information security approach presents the same conflation between
attributes and objectives, with some definitions distinguishing between the integrity
of information and the integrity of the system (Flowerday & Von Solms, 2005) and
others mixing the two to define “information integrity” (Nayar, 2002, 2007; Geisler
et al., 2003; Sinnett, 2008). The mixing of the state of information (integrity of data)
and the system (system integrity) might make sense in the context of a controlled
and confined system, but when applying “information integrity” to the wider infor-
mation environment, a distinction should be made between the two to better ensure
conceptual coherence, given the increasing complexity.

Definitions that expand “information integrity” to the integrity of the wider sys-
tem in which the information exists present an additional challenge (UNDP, 2022;

3“Instances” refer to a term’s instances of use. “Attributes” refer to qualities commonly associated
with the term. For this piece, “instances” refer to the use of “information integrity” across contexts.
“Attributes” refer to “accuracy, consistency, and reliability”’, which are the most commonly associ-
ated components of the term in existing literature.
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OECD, 2024; GAC, 2023; Adam et al., 2023). For example, in the information
environment, the system (e.g., national information ecosystem) includes humans,
the tools they use to process and share information, the information as shareable
outputs, and the relationships between these three things. While it may be reason-
able or even desirable to assess the degree of accuracy, reliability, and consistency
of information on a specific topic within an information ecosystem to ensure citi-
zens’ ability to make informed decisions, it may not be reasonable to do so regard-
ing the flow of that information between people and communities, given privacy and
human rights concerns. Following this logic, attributes related to ‘trust’ have less to
do with the quality of information so much as the response that information receives
among human audiences, which cannot be measured in assessing the information
itself but in studying perception or cognition. For the sake of conceptual goodness,
future definitions of “information integrity” should differentiate between the integ-
rity of information and the integrity of the system or methods by which it is pro-
cessed, shared, and consumed. While the two are inextricably linked, one refers to
the state of information, while the other refers to the processes through which infor-
mation is changed and exchanged. In other words, they deal with different concepts.

For attributes to be coherent, they also need to tie into the same goal. Following
definitions provided by information security, accuracy, consistency, and reliability
are critical attributes of information integrity. That is because they all contribute
toward the defined goal of information integrity, which is to maintain the quality of
information in a closed system. In the context of the information environment, an
oft-identified purpose of information integrity is to enable citizens to make informed
decisions, including political choices, but also in responding to crises, such as natu-
ral disasters and pandemics. There needs to be more clarity in existing definitions
on how identified attributes can contribute to that aim.

4.5 Differentiation: How Differentiated Are the Instances
and the Attributes (from Other Most-Similar Concepts)?

There appears to be no other term like “information integrity” used to describe the
ideal state or quality of information societies might want in the information environ-
ment. The closest term to it is “data integrity”’, which scholars have argued is con-
ceptually distinct from “information integrity” (Boritz, 2005). However, the
insufficient articulation of what is meant by “information integrity”’, beyond the
listing of suggested attributes, makes differentiation difficult.

Based on our analysis, multilateral organizations adopted the term information
integrity to expand beyond combatting disinformation, which is a narrow, threat-
based focus that has become heavily politicized. More will need to be done to dif-
ferentiate the two ideas. Indeed, one of the biggest risks for “information integrity”
is that it simply becomes synonymous with disinformation. For example, the
Council of Europe’s Working Group on the Integrity of Online Information
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produced a guidance note and explanatory memorandum on their work (MSI-INF,
2023a, 2023b). The guidance notes provided detailed definitions for disinformation,
misinformation, and 13 related terms [1-2]. It did not, however, define “information
integrity” and only mentioned “integrity” once in the context of elections. (MSI-
INF, 2023a) The rest of the document repeatedly refers to “mis/disinformation,”
leaving the reader to infer that lack of integrity and disinformation might be synony-
mous. The explanatory memorandum mentioned “fact-checking” [4] and “resil-
ience against mis-and disinformation” [15] as components of information integrity.
The document could have benefitted from a clearer definition of “information integ-
rity” itself and how it differed from efforts to combat mis- and disinformation and
to improve reliable sources of information. The conflation between information
integrity and disinformation also occurs in how initiatives purporting to be framed
around the former are positioned. For example, one of the outputs from the Summit
for Democracy Cohort on Information Integrity was to develop an “Information
Integrity Organization Map and Resources.” Not only did this map mirror the same
types of initiatives that others had tracked on disinformation (Smith, 2020), in all
four types of initiatives listed (e.g., fact-checking, media literacy and training orga-
nizations, research and monitoring, and policy and standards organization) the sole
common denominator was related to countering “misinformation and disinforma-
tion” (ASD, n.d.). This conflation between information integrity and disinformation
renders the newer term susceptible to politicization by actors that are unsupportive
of related efforts.

We believe that information integrity offers an opportunity for democracies to
construct a more systemic framework for maintaining healthy information ecosys-
tems, above and beyond a narrow focus on risks posed by disinformation. However,
that must be demonstrated both through how the concept is defined and how its
attributes are enabled through policy and practical initiatives. The original definition
of “information integrity” includes more attributes than the accuracy of informa-
tion. However, if policymakers focus on that attribute in excess, advocating for
value-based concepts like truth, they risk conflating information integrity with dis-
information (Samonas & Coss, 2014; Seadle, 2018; Riigenhagen et al., 2020). One
approach to avoid this pitfall would be to ask what the goal of pursuing information
integrity is before adopting it as a term, and if there is an intention to go beyond
countering disinformation and assess the state of the information environment
at large.

4.6 Depth: How Many Accompanying Properties Are Shared
by the Instances Under Definition?

Achieving Gerring’s idea of conceptual goodness is no simple feat. It requires meet-
ing a balance between ease of communication and definitional depth. Where parsi-
mony demands a term be succinct in its use of attributes, depth suggests that the
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greater number of attributes that uniquely comprise a definition enhances its con-
ceptual goodness. In this sense, “a concept is enhanced by its ability to ‘bundle’
characteristics” [380]. In other words, it isn’t a matter of how many attributes are
included but rather how those attributes collectively make a concept rich and unique.
Here, “information integrity” is challenged in that most definitions of the concept
lack an explanation for what the accompanying attributes (and objectives aimed to
be achieved by using it) mean. As it stands, many definitions of “information integ-
rity” are a list of their component parts alone, which often do not correlate as argued
earlier. Less than a quarter (20%) of definitions reviewed here offered definitions of
the attributes used in the concept of information integrity. Of particular concern are
those texts that propose using information integrity in relation to information envi-
ronments in democracies given apparent repercussions for policy-making. This can
easily be rectified by defining each of the attributes and articulating how it relates to
contributing to and/or maintaining information integrity in the context of an infor-
mation environment through corresponding activities. As it stands, information
integrity needs more depth as a concept.

4.7 Theoretical Utility: How Bounded, How Operationalizable,
Is the Concept?

For a concept to have theoretical utility, according to Gerring, it must “aid in the
formulation of theories.” In this way, “concepts are the building blocks of all theo-
retical structures, and the formation of many concepts is legitimately theory-driven,”
which creates a need for classificatory frameworks. For this to be the case with
information integrity, consistent definitions of it would be required, starting with the
use of attributes and sufficient articulation of how each of these may inform associ-
ated policy or practical initiatives. As it stands, even in the field from which it
emerged—information security—information integrity will be challenged as a
foundation with so many variations on its meaning.

4.8 Field Utility: How Useful Is the Concept Within a Wider
Field of Inferences? How Useful Is the Concept Within
a Field of Related Instances and Attributes?

In order to retain conceptual goodness and be practically useful across various
applied fields, including in addressing some of the information environment threats
discussed here, the definition of information integrity must be transferable. As we
have seen with analyzed uses of “information integrity” by multilateral initiatives,
which are ostensibly aiming to address identified threats or other practical purposes,
the original meaning from information security is often lost or greatly diluted. This
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is so not just in the use of attributes but also in how they are applied to information,
the overall information ecosystem or in desired outcomes. As an increasing number
of policy and practical streams across governments, industry and civil society
demand greater consilience and coordination on information/digital issues a lack of
clarity in definitions will make it harder to develop consistent concepts for proactive
and practical implementation.

Take for example, the existing lack of clarity on the roles of government in
upholding information integrity. While existing literature implicitly assumes that
governments should play a key role, this may not be an applicable model in coun-
tries with recent histories of, or current backsliding into, authoritarianism.
Questioning these assumptions can help remove barriers to understanding the con-
cept in a more global context and support its operationalization (Santos, 2024).

5 Conclusion and a Way Forward

Does information integrity have conceptual goodness? In our assessment, not yet,
but it could. “Information integrity” is familiar to some audiences, but that needs to
be further explained, and in so doing, it will acquire further clarity. As it stands,
“information integrity” is increasingly used in policy circles beyond its origins in
information security, but as such it is often treated like the concept is already
assumed to be widely understood or fixed (Santos, 2024). As this chapter has shown,
the concept of information integrity is far from fixed or universal, not just across
stakeholders using it, but often even in a single field. This consistency is required to
ensure that information integrity resonates with the same sense and meaning when
it does become a more familiar term. To that end, as a concept, information integrity
should be limited to focus first on the attributes associated with the integrity of
information, drawing from its original definition, separating out concepts related to
processing information or the system, as well as desired outcomes in pursuing infor-
mation integrity. These three concepts—information integrity, the integrity of the
information environment, and desired outcomes—can and should be discussed in
tandem, but definitions of each are best not done in one sentence. Greater clarity in
what constitutes “information integrity”, namely its component parts, will also help
distinguish it from other concepts like disinformation. All of the above needs to be
achieved before information integrity can ultimately have both theoretical and field
utility. As it stands, information integrity lacks conceptual goodness, but it has the
potential to achieve it if given a proper and consistent definition, which is adopted
and used by a variety of stakeholders.

Before we define “information integrity,” it might be worthwhile to lay out why
we care about the concept and what we hope it will achieve. Indeed, a strategic
vision is necessary to ensure that all the stakeholders share the same aims and direc-
tion. Working backward, a strategy helps envision the information environment we
hope to see in pursuing information integrity and should inform what guidelines and
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principles are necessary for pursuing that. From there, additional attributes
might follow.

Moreover, information integrity pertains only to information within the informa-
tion environment. The larger information environment, however, contains processes
that impact said integrity, such as the means through which people access or pro-
duce information. A better understanding of the whole system can support the
development of attributes of information integrity that would be important in
achieving those aims. This could begin with an exercise to map out current informa-
tion ecosystems—the way information is produced, consumed, disseminated, and
governed in them—and find vulnerabilities and pain points.

With a better understanding of the whole system and what might be needed to secure it, we
can turn to the attributes of information integrity that would be important in achieving those
aims. Choosing a concise set of attributes, clearly defining them, and laying out ways to mea-
sure and assess them would be the next steps. Any attempt at defining ‘“‘information integ-
rity” in the context of democracies should involve a multistakeholder approach to achieve
consensus. In this, the people should not be forgotten. The state of the information environ-
ment strongly affects citizens within it. There are ways to incorporate the public’s perspec-
tive in the defining of “information integrity,” such as citizen assemblies (Farrell & Suiter,
2021). This will be increasingly necessary in a polarized world with declining rates of trust
that will impede information integrity measures. We can have the best definitions and poli-
cies built around them in the world, but they will be pointless if people do not trust
them.AcknowledgmentsThe authors are grateful to Michael Berk for his feedback on the
article.
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